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Motivation

• Technical interventions are not enough to tackle phishing 

• Unclear why users click on phishing links

• Need to investigate psychological processes during

phishing

Method

• Scenario study (N=41), including simulated phishing attack

• Observation, interviews, questionnaires

Key Takeaways

• Negative emotions led participants to stop and detect

• Phished participants appraised the phish as a problem to be 

solved and felt positive emotions upon providing data

• Detection produced positive emotions and self-efficacy

• Many reflected detecting the phish intuitively 

Contributions

• Bringing psychological theories of emotion to cybersecurity

• Actionable examples to improve phishing interventions

• Better understanding of secure behavior (detection)

• Novel method for realistic social engineering studies

Observation via webcam from another  room

Recruitment 
Study about “emotions in 
cybersecurity”;
incl. trigger warning

Scenario
First day at new job as event 
coordinator in Aalto University

Tasks
P receives 10 tasks 
+ bonus incentive for diligent 
completion within 1 hour

Task Session
P works alone in a prepared 
office room; tasks include 
reading and writing emails

Task Session End
All tasks completed or one 
hour passed

Info about phishing email Data Collection 
Questionnaires and interview 
about emotion, appraisal, and 
behavior

Debriefing and renewed 
consent

Phishing Email
Between task 6-8;
simulated;
reaction does not interrupt 
scenario

Our novel method to study social engineering in a realistic 
in-situ environment

Emotions experienced during phishing

Appraisals reported by participants
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Detectors (22): Detected the phishig email Non-detectors (7): Did not click on the phishing link, but did not detect the 
phishing email

Clickers (8): Clicked on phishing link but did not provide data on 
phishing website

Phished (4): Clicked on phishing link and provided data on phishing website

Arrival of 
phishing email

Email content 
(Reading) Call to action in email

Clicking and website
(Clickers and Phished)

Phish detection
(Detectors and Clickers)

All participants
N=41

• Positive (16)
• Task (9)

• Task-related (13)

Detected phishing 
email
n=22

• Interruption 
(13)

• Phishing threat 
(7)

• Cognitive 
dissonance (8)

• Suspicion (5)
• Cognitive dissonance (9)
• False detection harms 

reputation (4)
• Phishing threat (5)

Detected, did not click link
• Red flags recognized (22)
• Self-efficacy (12)
• Amusement (5)
• Phishing is dangerous (4)
• Reception concerning (9)
• Criminals disgusting (4)

Did not click link, 
but did not detect

n=7

• Interruption (3) • Legitimate (3)
• Challenging (3)
• Cognitive 

dissonance (4)

• No further reports (7)

Clicked phishing 
link, but did not 

provide data
n=8

• Interruption (7) • Legitimate (5)
• Challenging (2)
• Cognitive 

dissonance (5)

• Result of mistake (4)
• Fictional consequences 

(3)
• Suspicion (3)
• Cognitive dissonance (3)
• False detection harms 

reputation (2)
• Convinced stems from 

own mistake (5)

• Problematic, 
mistake (6)

• Damage done? (3)

Detected after clicking
• Website recognized (5)
• Self-efficacy (4)
• Amusement (3)
• Reception concerning (2)
• Criminals disgusting (3)

Clicked and provided 
data on phishing 

website
n=4

• Interruption (2) • Legitimate (2)
• Challenging (2)

• Convinced stems from 
own mistake (2)

• Fictional consequences, 
urgency (2)

• Accomplishment (2)
• Self-efficacy (2)
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