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FBS Localization: is the process of pinpointing the geo-
graphical position of unauthorized cellular towers.
Measurement reports (MRSs):

They are used in handover decisions, as they contain
information on cell signal strength (RSRP) and quality.
MRs are collected from the serving and neighboring cells
by mobile devices in Connected or Idle states.

Simulation Topology of 4 legitimate BSs with unique
PCls: {1,2,3,4}, one FBS (PCI=5, in red), and 200 UEs.

For each pair of mobile devices that get the signal from
the FBS, this FBS can be localized into a half-plane (HP).
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Half-Plane B

With many pairs of mobile devices, the FBS is localized
into an intersection of many half-planes.

We observed that the HP method does not work for an
FBS with directional antenna.

Half-Plane B
FBS
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FBS Location was incorrectly
predicted to be in Half-Plane A

Half-Plane A

We combine the Half-Plane with a Convex Hull.
The blue points are UEs that receive signals from the FBS,

while green ones do not receive signals.

The black points have the best (lowest) score in the area

after applying the HP method. The red point is the FBS

position.
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For each candidate point (location), a convex hull is
formed over the blue points and this single point. In
the figure, the convex hull for one of the black points
is shown by the red line. The eight green points inside
this hull give hull score 8. The lower the score, the
more likely it is that the candidate point is the true
FBS location.

Location errors for an FBS with a 120°/90° antenna.
A/B, where A is obtained with the Friis model and B

is obtained with the log-distance propagation loss
model. (HP: Half-plane, HP-CH: HP and convex hull).

Model Average Standard Median

error (m) deviation (m) error (m)
oge  HP 17.5/17.8 21.8/22.4 12.7/11.9
HP-CH  13.8/12.9 10.9/14.1 10.7/8.4
oc  HP 31.2/35.1 36.8/41.4 20.5/18.7
2 HP-CH  18.5/18.6 12.0/14.6 15.5/15.1
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