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Objectives
• Define a system model of EVCS based on a 

literature survey.
• Analyze the cybersecurity threats to EVCS 

within that model.
• Analyze the cybersecurity threats to parts of a 

commercial EVCS.
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Threats on the system
Figure 1: Examples of EV Charging Points
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Severity of vuln.
Component Moderate High

Backend 2 (b, c) 1 (a)
Frontend 2 (b, d) 1 (a)
Service A 2 (b, d)
Service B 2 (b, d)
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Define a business continuity 
plan

Security Assessment of 
PragmaCharge Cloud Engine

Threats on Cloud Engine

SBOM Analysis

Based on:
• Developer interviews
• Access to Cloud Engine
• SBOM Analysis


