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What is Positioning, Navigation and Timing (PNT)?

ÅPNT stands for Positioning, Navigation and Timing:
ÅPositioning: the ability to determine location and orientation

ÅNavigation: the ability to determine current and desired position

ÅTiming: the ability to acquire and maintain accurate and precise time from a 
standard anywhere in the world

ÅPNT underpins many everyday activities in modern society including 
transport, telecommunications, computers, emergency services, 
personal navigation and finances

ÅGlobal Navigation Satellite Systems (GNSS) are the primary sources 
of PNT information worldwide
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Modified from: Xona Space Systems, SCPNT Symposium, 
Stanford University, October 2020

GNSS
1996-present

3 m - cm

The history of PNT
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https://www.xonaspace.com/
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Why PNT matters

GNSS is for everyone - 
whether they know it or not

Å Telecommunication 
networks rely on GNSS for 
time synchronization

Å Banking transactions & 
stock exchanges Ÿ 
traceable global timing

Å Power grids Ÿ phase 
synchronization

Å Logistics & transportation Ÿ 
routing, AIS maritime, 
ADS-B aviation

Å Everyday apps Ÿ Google 
Maps, Wolt, delivery routing 
etc
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https://www.euspa.europa.eu/eu-space-programme/galileo
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downstream market revenues over the 
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Source: European Commission 
EUSPA Market Report 2024

џGNSS global revenues will rise

from more than ú260 billion in
2023 to around ú580 billion in 2033ѠSatellite navigation related revenue is ever increasing

PNT economically

https://www.euspa.europa.eu/sites/default/files/external/publications/euspa_market_report_2024.pdf


How GNSS works  (1)

ÅMultiple GNSS constellations exist (GPS, Galileo, GLONASS, BeiDou)

ÅBasic ranging principle: time-of-flight

ÅSatellites transmit open signals at very low power (~ ī160 dBW at Earthôs 
surface!)
Åby the time GNSS signals reach Earth, they are extremely faint, making them highly susceptible 

to RF interference

ÅGNSS receivers assume 
Åsignals are authentic

Åsignals are unmodified

Åsignals come from where they should in the sky

 Ÿ This is where cybersecurity intersects

ÅGNSS operates on trust: civilian GNSS signals have been unencrypted and 
unauthenticated, leaving them vulnerable to spoofing attacks
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Velocity x Time = Distance 

Radio waves travel at the speed of light 299 792 458 
m/s (i.e., around 3*10 8 m/s)

If it took, for example, 0.067 seconds to receive a 
signal transmitted by a satellite floating directly 
overhead, the travel distance of the received signal 
can be calculated using the above formula. 

Travel distance:  299792458 m/s x 0.067 s =  
20086094.69 m ~ 20086 km

Precise position of the satellite  at the time of signal 

transmission and travel time  must be resolved!

How GNSS works  (2)
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1 Satellite 2 Satellites

3 Satellites

3D 
trilateration

How GNSS works  (3)
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Structure  of a GPS signal

Source: European Space Agency, Navipedia

C/A = coarse/acquisition

How GNSS works  (4)
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https://gssc.esa.int/navipedia/index.php/Main_Page
https://gssc.esa.int/navipedia/index.php/Main_Page
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https://gssc.esa.int/navipedia/index.php/Main_Page


The three segments  in a GNSS

Ground 

antennas

How GNSS works  (5)
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Å Satellite navigation is based on radio signals transmitted by Earth-orbiting satellites and 
distance measurements between satellites and a user receiver

Å A GPS receiver 1) measures the signal travel time from the satellite to the Earth, or 2) 
computes the number of  full carrier cycles between a satellite and a receiver

­ range measurements

Å A receiver receives simultaneously information from multiple satellites through multiple 
channels

Å When satellite locations are known, the user receiver location can be estimated based on 
the range measurements

USERS

Ranges to satellites

Position, velocity and time computation

CONTROL NETWORK

Control and ground stations

SATELLITES

ÁCarriers L1 (1575.42 MHZ), L2 (1227.6 MHz) & L5 (1176.45 MHz)

ÁModulated on the carrier: 

Á pseudorandom signals

Á satellite orbit information

GPS as an GNSS example ïbasics

GPS:
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GNSS signal processing stages in a receiver

Signal 

monitoring

Acquisition Tracking

Signal 

Observations

Nav-message 

decoding

Navigation 

solution

- Detect signal

presence

- Rough estimate 

of code delay 

and Doppler shift

- Fine 

estimate of 

code delay 

and Doppler 

shift

- Measurement 

quality

- C/N0, lock 

detection

- Extract the navigation 

message

- Satellite parameters

- Pseudoranges

- Carrier phase

PVT

13
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GNSS requirements

ÅGNSS needs a common time system
ÅEach GNSS satellite has atomic clocks
ÅUser receivers have their own time

ÅThe signal transmission time has to be measurable
ÅEach GNSS satellite transmits a unique digital signature, which 
consists of an apparent random sequence
ÅA time reference is transmitted using the Navigation Message

ÅEach signal source has to be distinguishable
ÅGNSS utilizes code division multiple access (CDMA) or frequency 
division multiple access (FDMA)

ÅThe position of each signal source must be known
ÅEach satellite sends its orbit data using the Navigation Message
ÅOrbit data: Almanac and Ephemeris
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Navigation; code measurement; one receiver

DGNSS; code measurement + base station

carrier phase observations + base station

Static positioning; phase observations, network           
of base stations, post processing

Permanent stations; time series

10 m

1 m

0.1 m

0.01 m

0.001 m

Issues affecting GNSS accuracy:

ÅReceiver technology used

ÅLocation and environment of the antenna

ÅWeather conditions

GNSS accuracy
Accuracies obtainable:
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ÅThe European Galileo , the Russian Glonass , and the 
Chinese BeiDou  are similar systems with GPS

ÅGlonass is however currently a FDMA system when GPS is 
and Galileo & BeiDou will be CDMA

ÅGlonass has planned to be modernized to CDMA

ÅAlso GPS has been modernized: new civil and military 
signals on L2 and L5

GPS

~31 SV 

operational

Galileo

~29 SV operational

Glonass

~24 SV 

operational

BeiDou:

~44 SV 

operational

Multiple GNSSs 
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GPS

Galileo

BioSentinel

ISS

Iridium

Hubble

Starlink

BeiDou

ViaSat-1

MEO

GEO

GSO

LEO

HEOOrbits

(telescope)

(telecommunications)

(astrobiology)

(space station)

(navigation)

(telecommunications)

(navigation)

(television)

(navigation)



GNSS frequency -wise (1)

GPS GLONASS Galileo Beidou WAAS QZSS NAVIC EGNOS MSAS GAGAN

Operational 31 23 20 27 2 3 5 2 2 2

Nominal 24 

MEO

24 MEO 30 

MEO

27 MEO 

& IGSO, 

5 GEO

3

GEO

4

HEO

7

GEO

3

GEO

2

GEO

1-3

GEO

In full 

operation
1995- 2011 2020 2020 2008 2014-

2017

2015 - 2009 2007 2014 -

Currently augmenting GPS 26/11/2025 |  18
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Source : Stefan Wallner , ESA

Japanese

QZSS

Indian

NAVIC/

IRNSS

GNSS frequency -wise (2)
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GNSS shortcomings

ÅSignalôs susceptibility to unintentional or malicious 
radio frequency interference (RFI) or jamming 
ÅGNSS signals are typically too weak to be observable 
indoors
ÅGNSS signals need to be augmented with external sensors to function 

accurately indoors

ÅSignal cannot provide an orientation solution easily, a 
feature that is indispensable in many vehicle navigation and 
guidance applications
ÅGNSS and integrated navigation:
ÅInertial navigation systems (INSs) have been integrated with GNSSs with 
considerable success. This fusion between GNSSs and INSs is complementary:  
INS helps mitigate the shortcoming of the GNSS and vice versa. Other sensors 
are also commonly integrated with GNSS (e.g. other radio frequency (RF) 
signals, magnetometer, LIDAR, barometer)
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in the Name of Privacyò,Inside

GNSS, March/April 2012, 34-43.



Vulnerabilities  & threat  models  related  to GNSS (1)

Layer Threat type Example

RF / Physical layer Jamming Intentional, unintentional, EW

Signal structure layer Spoofing , meaconing Takeover attacks

Navigation solution layer Fault  injection
Differential/RTK correction 

manipulation

System layer

Ephemeris manipulation, 

signal authentication 

bypass

State-level threat



Partners

Intentional

ÅJamming: transmission of a disruptive 

signal

ÅSpoofing: transmission of false GNSS 

signals to deceive a GNSS receiver

ÅMeaconing: re-transmitting genuine 

satellite signals with a short delay to 

create errors in the GNSS receiver

ÅSoftware attacks: targeting base 

stations or assistance data

Unintentional

Å Severe space weather: ionospheric 

storms can cause GNSS errors

Å Signal multipath reflections: no direct 

signal path from the satellite to the 

receiver's antenna

Å Orbital data and clock errors

Å Unintentional narrowband and 

wideband radio interference

Vulnerabilities  & threat  models  related  to GNSS (2)

1 kW wideband jammer 

can deny service to the 

best COTS GNSS 

receivers over a ~200 km 

(line-of-sight) effective 

range
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Interferences 

Man-made Channel-based 

Intentional Unintentional Space 
weather 

Multipath  Other 

Jamming Spoofing Meaco-
ning 

Adjacent 
channel 

Co-
channel 

atmospheric 
scintillation 

line-of-
sight + 

multipath 
non-line-
of-sight 

only 

fading 
shadowing 

doppler 
effects 

scattering 

single 
band 

multiband 

simplistic 
intermediate 
sophisticated 

GNSS 
repeaters 

intermodulation 
products 

radio 
resource 
allocation 
crosstalk 

 

GNSS interferences  (1)

ÅDisruption of critical systems

ÅPotential safety and security risks 
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Source: GNSS User 
Technology Report, EUSPA, 
European Commission,
2020

RFI = radio frequency interference

GNSS interferences  (2)

https://www.euspa.europa.eu/sites/default/files/uploads/technology_report_2020.pdf
https://www.euspa.europa.eu/sites/default/files/uploads/technology_report_2020.pdf


GNSS receiver stages and typical places for interference detection, 

classification, localization, and mitigation

Antenna based 

techniques

Front-end 

techniques
Pre-correlation Post-correlation Navigation level

Detection x x x x

Classification x

Mitigation x x x

Localization x x

GNSS 

antenna

AGC

and

ADC

Front-end

I/Q raw data Navigation 

module

PVT 

solution

Channel N

Channel é

Channel 1

Acquisition 

module
Tracking 

module

GNSS interference  mitigation  possibilities
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Real-world  incidents

ÅGNSS interference is no longer theoretical ïdespite 
illegal, it is operational, frequent and sometimes even 
strategic
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shipping industry - For the global maritime 
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Newark Airport in 2009 ï

daily GPS signal disruptions
Dt{ ƧŀƳƳƛƴƎΥ bƻ ƧŀƳ ǘƻƳƻǊǊƻǿέΣ 

The Economist, 2011

άMoottoripyöräjengiltä löytynyt outo laite ihmetytti poliisiaΦέ
   MTV Uutiset, Lokakuu 2011

GNSS vulnerability  examples  (1)



University of Texas at Austin spoofed a 
luxurious private yacht to showcase the 

threat, KVH Mobile World, 2014

2017

GNSS vulnerability  examples  (2)



2018

GNSS vulnerability  examples  (3)



2022

GNSS vulnerability  examples  (4)



Recent  GNSS vulnerability  examples

2023-2025

Source:https://gpsjam.org, 1.1.2025

https://gpsjam.org/


Interference  monitoring  (1)
Ågpsjam.org aggregates ADS-B aircraft 
data to infer GNSS signal disruption 
affecting aviation navigation systems

ÅUses C/NϚdegradation patterns 
reported by aircraft avionics to detect 
areas where jamming is ongoing

ÅProvides near real-time heatmaps of 
interference globally, updated 
continuously

ÅShows persistent GNSS denial zones 
in regions of geopolitical tension, 
conflict operations, or military training 
exercises

ÅCivil aviation is already navigating in 
contested PNT environments

https://gpsjam.org/ 

https://gpsjam.org/
https://gpsjam.org/


Interference  monitoring  (2)
ÅReal-time GPS interference mapping service 

by SkAI Data Services and Zurich University of 
Applied Sciences
ÅADS-B detected GNSS spoofing (blue dots) and 

jamming (coloured hexagons) from commercial aircraft 
(Jan 4, 2025)

ÅThe map displays clusters that indicate areas where
spoofed (or "fake") GPS positions of aircraft have been 
detected
Åthe numbers within each cluster show how many flights 

were spoofed at that specific location

ÅThe markers in blue markers represent the positions of 
aircraft just before they were spoofed
ÅThe lines connect these real positions to their 

corresponding spoofed (fake) locations

ÅAreas of potential GPS jamming or radio frequency 
interference indicated by colored hexagons

https://spoofing.skai-data-services.com/ 

https://spoofing.skai-data-services.com/
https://spoofing.skai-data-services.com/
https://spoofing.skai-data-services.com/
https://spoofing.skai-data-services.com/
https://spoofing.skai-data-services.com/


rfi.stanford.edu

35

Interference  monitoring  (3)
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Similar tool has also been

developed by the Stanford University

GPS Lab



GNSS Finland 
monitoring  service

ÅGNSS-Finland Service bases on the 
national GNSS reference station 
network FinnRef maintained by the 
National Land Survey of Finland
ÅData from the network is analyzed by the 

service in real time

ÅSignals monitored at different stations 
along with signal strength estimation 
parameters

ÅThe service continuously monitors 
strength of each signal and produces 
a signal quality indicator as "good", 
"satisfactory" or "poor"

https://gnss-finland.nls.fi 

https://gnss-finland.nls.fi/
https://gnss-finland.nls.fi/
https://gnss-finland.nls.fi/


Principles  of 
Resilient  PNT

Resilience = Detect + 
Withstand + Recover
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Defense  layer Examples

Signal  & RF layer
Interference monitoring, adaptive 

antennas, nulling

Measurement  layer
Receiver Autonomous Integrity 

Monitoring (RAIM/FDE/ARAIM)

System layer

Signal authentication (Galileo 

OSNMA), frequency and system 

redundancy

Multi -source  layer
GNSS + 5G + Wi-Fi + IMU + 

maps + other sensors



Interference  management techniques
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Class Approach and algorithms Strengths Limitations

Antenna

based 

techniques

Use of antenna array to filter out 

interference signals, for example using 

angle of arrival.

Can handle different types 

of interferences. 

Outstanding performance.

Requires multiple receiver 

antennas , high hardware complexity, 

sometimes export-controlled.

Front -end

techniques

Process signals before the ADC, e.g., 

Automatic Gain Control (AGC).

Can handle different types 

of interferences.

Poor performance for low power 

spoofing.

Pre-

correlation

Uses raw received signal features ; can 

be signal-processing based or ML-based 

(e.g., RF fingerprinting).

Early detection and 

classification; high detection 

probability before filtering 

stages.

Limited mitigation/localization; cannot 

identify affected satellites; ML 

requires large training datasets.

Post -

correlation

Use signal after correlation (SQM, C/N0

monitoring, peak monitoring, scatter 

diagrams)

Can detect, mitigate, 

localize, identify genuine vs 

spoofed signals.

Struggles with induced spoofing; ML 

may require large datasets.

Navigation

level

Uses multi-signal, multi-satellite, multi-

frequency and multi-receiver 

consistency tests .

Integration with sensor 

fusion is intuitive and well 

developed.

Long processing time; delayed 

interference response .



Strengthening  European MEO -based  GNSS

ÅThe Galileo system, once fully operational, will offer eight 
high-performance services worldwide:
ÅOpen Service (OS) 
ÅOpen Service Navigation Message 

Authentication (OSNMA) 
ÅPublic Regulated Service (PRS)
ÅHigh Accuracy Service (HAS) 
ÅTiming Service (TS) 
ÅSignal Authentication Service (SAS) 
ÅSearch and Rescue Service (SAR) 
ÅThe Galileo Emergency Warning Satellite Service 

ÅSignal authentication in the Galileo system
ÅEnsures trust in positioning data
ÅDetects and prevents spoofing

EUSPA EO and GNSS Market

Study, European Commission 2024.

European GNSS Service Center
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Emerging  countermeasures  & authentication  (1)

https://www.euspa.europa.eu/sites/default/files/external/publications/euspa_market_report_2024.pdf
https://www.euspa.europa.eu/sites/default/files/external/publications/euspa_market_report_2024.pdf
https://www.gsc-europa.eu/galileo/services


Galileo services 26/11/2025 |  40

Emerging  countermeasures  & authentication  (2)

Security moves from trusting 

the signal to trusting 

the solution

https://www.euspa.europa.eu/eu-space-programme/galileo/services


Open Service Navigation Message Authentication OSNMA (1)

ÁOSNMA is a new feature of the Galileo Open Service which enables users to verify that the
navigation data they receive originated from the Galileo satellite and has not been
modified

ÁOSNMA is now available for testing by receiver manufacturers and application
developers

Source: European Commission, Joint Research Centre (JRC)
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ÅNavigation data are verified 
through the computation of a 
truncated Message Authentication 
Code (MAC), named tag , which is 
compared against a received tag .

ÅThe tag is computed with a key , 
released after the tag. To ensure 
the timely reception of OSNMA 
data, time synchronization to 
GST is required.

ÅThe key is part of a TESLA chain, 
and can be used to derive 
previous keys, as the TESLA root 
key .

ÅThe TESLA root key is verified 
with a public key through a digital 
signature algorithm.
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Open Service Navigation Message Authentication OSNMA (2)



ÅFor example the Jammertest in 
Norway: controlled GNSS 
interference, also in open air 
(www.jammertest.no)

ÅRealistic conditions, realistic 
consequences

ÅCross-sector collaboration

ÅData to drive PNT innovation 
& also policy

Real-world  resilience  testing  important

http://www.jammertest.no/


Multi -layer  PNT & LEO-based  PNT 

ÅResilient PNT is becoming inherently 
multi -layered, authenticated, and intelligent

ÅInterference management and authentication
to fight GNSS jamming and spoofing

ÅRobustness and redundancy 
also via Low Earth 
satellite systems

ÅTerrestrial systems 
(5G/6G, WLAN etc)
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LEO-PNT to complement  GNSS
Celeste is the the LEO-PNT In-Orbit Preparatory 
Phase (IOPP) of the FutureNAV Programme at ESA

A LEO PNT complement to the backbone Galileo and 
EGNOS infrastructures within a global EU PNT 
architecture will significantly enhance the resilience 
and accuracy of and the derived PNT services

Celeste LEO -PNT
Image credit: ESA

Operating closer to Earth, LEO-PNT will support precise 
and robust PNT services, even in environments subject 
to jamming, interference, or degradation, thus ensuring 
reliable access to critical geolocation and timing 
information in any scenario
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National project 

INCUBATE on LEO PNT,

funded by Technology 

Industries Finland

(Aalto University, 

Tampere University, 

University of Vaasa, 

Finnish Geospatial 

Research Institute)



CONCEPT OF PROJECT RESILIENT

Collaboration project  of Tampere University  (FIN) and Northeastern  University  (US)

Distributed AI for enhanced security in satellite-aided wireless navigation 



THRUST I

Threat localization 

and tracking

(Active learning)

Meta-learning 

(Task level knowledge)

Distributed, privacy-

preserving sensing

(Federated Learning 

field reconstruction)

Field of interest 

(Threat fingerprint or threat probability)

RF fingerprinting for 

interference 

management

(hybrid data/model-

driven)

Robustification /
Collaboration with fixed anchors and 
exploiting strong interferers 
(Reinforcement learning/ Factor Graph 

Optimization)

Pre-

correlation

Post-

correlation

Navigation

THRUST III

THRUST II

Å Optimized robust positioning
using Factor Graph (FG) in
combination with threat
detection

Å Adaptive positioning strategies
using Reinforcement
Learning (RL)

Collaborative Interference 
Mitigation and Robust Positioning



ÁGNSS receivers should exploit multi -constellation multi -frequency 
diversity for robust PNT services

ÁModernized GNSS signals and services such as Galileo E1 OSNMA and 
Galileo E6 CAS encryption should be utilized to protect users from spoofing 
attacks 

Á Intelligent advanced algorithms at tracking and measurement layers will 
make future receivers better resilient against adverse GNSS vulnerabilities

ÁThe Standards Working Group for Resilient PNT User Equipment (P1952) in 
IEEE is working towards refinement and development of óResilient PNT 
Conformance frameworkô

ÁLow -cost antenna array solutions can improve PNT resilience in the form 
of interference/spoofing source detection, localization, and mitigation 
Á By multi-element antennas we can toughen GNSS receivers enough to withstand 1 kW 

wideband Gaussian jammer at a distance of 2 km

Key takeaways  (1)



Á LEO signals and satellite constellations specifically dedicated 
to PNT are transitioning towards practical implementation

ÁReceiver specific implementation that is yet to be emerged as a 
commercial solution to exploit GNSS+INS+LEO+SOOP with 
intelligent fallback mechanism

ÁSpace-borne interference monitoring at LEO can be a very cost-
effective solution with a global coverage, including monitoring of 
interference over sea and difficult terrain with limited physical 
access

ÁAnother important expected technological evolution is the coupling 
of communication and localization capabilities , which is 
expected to benefit all sectors, including surveillance and 
communication applications

Key takeaways  (2)


