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Problem

Verification in e-voting protocols allows voters and the general public to confirm the election and other steps of
the protocol. However, it is insufficient to correct the problem, find the culprit or prove it to others.
Definitions

» Disputes: a voter claims that an authority is dishonest while the authority claims to have followed the protocol.
» Dispute resolution: the protocol provides unambiguous evidence in the event of a dispute.

» Timeliness: the voter possess evidence to resolve disputes no later than the election’s end.

» Individual Accountability: an attack can be attributed to an entity with public, undeniable evidence.

Protocol

We expand SUVS, an existing multi-tally voting protocol based on blind signatures. The extension includes:
» New dispute about vote suppression:

—The authority blocks the voter during the ballot certification.
— Dispute resolution with individual accountability.

» Protection against Denial of Casting:

—Improved Timeliness: voter can detect issues before the tally.
— Recovery: voters can use the multiparty tally system to recover from the attack and cast the same ballot.

Future work

» Extend the security analysis with formal verification.

» Secure implementation and proof of concept.
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