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Policy enforcement with split
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* Sets of rules to decide which people Contributions
should be granted access to an asset.
* Used fo}" network ACCESS control, clo.ud (1) propose two variants of mutual policy enforcement (MPE) protocol:
computing, IoT environments, mobile signature-based (MPE-SIGN) and MAC-based (MPE-MAC) protocols,

networks, and enterprise security. (2) identify several use cases where the MPE protocol can be applied, and

(3) implement the model of MPE-SIGN and MPE-MAC protocols in ProVerif
and formally verify their security properties.
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Main differences between
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MPE-MAC and MPE-SIGN . >
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Use Cases (8)a) 81 = Signgyy, (T 71,
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\ c) Verify S
« Communicating smart devices (9) 81, Tay MACK (S1,7a,)
» Cars in traffic (10) Verify S,
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a) Policy check on m; and m,

* Devices in a smart environment b) Verify S,
c)S) = Signsk, (T, 7a,: Tb,)

@ S5, MACy, (S5, Success)
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« Simple IoT devices that collect data

« Ensuring honest-but-curious

behavior in multi-party computation 1) Sp = Signsi, (T Tay 1,)

b) S, = ReconstSign(S,,S,)
c) Verify S,

e Machine-to-Machine contract
negotiation (19 sumaces)

16) Verify S,

511 521 MACKa (51, 52)
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MPE-SIGN vs. MPE-MAC

Formal Verification
e If the use case is time-sensitive and

requires repetition, the MPE-MAC
protocol would be more suitable to use
because it would incur less computational
and communicational costs.

e On the other hand, MPE-SIGN would be
more suitable for use cases that require
non-repudiation because the signature is
involved.

» We used ProVerif tool for formal verification of our protocols.

Query inj-event(AlicelFINISHED(al,bl,ml, rn.[Z‘_ ==> inj-event(BoblFINISHED(al,bl,ml,m2)) && inj-event(Alice2FINISHED/: ,.11 ml,m2)
) && inj-event(Bob2FINISHED(b2,bl,ml1,m2)) && inj-event(Alice2PolicyC |htPl1_,1l ml m2)) && inj-event(Bob2PolicyC |htPl )2 ,bl, ml m
2)) is true.

Query inj-event(Bol lFINI HE[H al,bl,ml,m2}) === inj-event(AlicelsendSl(al,bl,ml,m2)) && inj-event(Alice2S5TART(a2,al,ml,m2)) &&
inj-event (Bob2FINISHED(b2,bl,m1,m2)) :5.;5. inj-event(Alice2PolicyCheck(a2,al,ml,m2)) && inj-event(Bob2PolicyCheck(b2,bl,m1,m2)) i
5 true.

Query inj-event(Alice2FINIS HE[I a2,al,ml,m2)) ==> inj-event(AlicelverifyS2(al,bl,ml,m2)) && inj-event(BoblFINISHED(al,bl,ml,m2)
) && inj-event(Bob2FINISHED(b2,bl,ml,m2)) && inj-event(Alice2PolicyCheck(a2,al,ml,m2)) && inj-event(Bob2PolicyCheck(b2,bl,m1,m
2)) is true.

Query inj-event(Bob2FINISHED(b2,bl,ml,m2)) ==> inj-event(AlicelsendSl({al,bl,ml,m2)) && inj-event(Alice2START(az2,al,ml,m2)) &&
inj-event(BoblsendS1l(al,bl, ml m2)) && inj-event(Alice2PolicyCheck(az,al, ml m2)) && inj-event(Bob2PolicyCheck(b2,bl,ml,m2)) is
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