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Kubernetes Cluster Hardening

1. Problem 3. Case Study

* Uncertainty about securing cluster due to  Implementation the proposed approach on an
Kubernetes’ complexity and default Anonymous Registration Anonymous Access
configurations Protocol application

» Lack of a comprehensive hardening

* Envi tal set Aalto VM
strategy for Kubernetes clusters nvironmental setup on Aalto

» Validate the feasibility and measure
effectiveness

2. Propose Approach

» Matrix for Kubernetes Hardening, based on
Shift Left Security and Defence In Depth

Fig 2. Quantitative Result
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Pod S v Standard Honeypot Workload : :
LimitRanger 0¢ SecUrty stahdards VS functlonallty
Monitoring, Alerting And
Resource Management for Pods Auditing (e'g" runAsNonRoot breaks
apps)

Resources CIS Benchmarks CIS Benchmarks » Future focus: cgroup and

Layer

runtime hardening

Build Secure Image Image Scanning at the

Container Image Scanning in build phase Image Scanning in runtime stage

Layer deployment phase
LimitRanger Container Threat Analysis
Fig 1. Kubernetes Security Matrix
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