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Functional Goal
« Minimal changes to the underlying application
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Various implementation challenges due to experimental state of
ARM CCA support of dependencies and architecture itself

Limitations Future Work

Mostly suitable for applications with long and few sessions  Test on hardware when i1t becomes feasible and on other
«  ARM RMM specification prohibits concurrent attestations architectures (TDX, SEV-SNP)
PoC based on emulation (QEMU) * Perform Benchmarking
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HSSL drives renewal and mastery in the field of platform and device related security technologies, especially for Huawei consumer devices such as mobile phones, laptops, televisions and
automotive. We do research in topics such as hardware-assisted isolation and integrity, as well as in operating system protection (hypervisor, TEE, secure enclaves and kernel hardening). We
also carry expertise in cryptography and systems security functionality such as device key management (PKl), device attestation and key-store solutions.
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