Privacy-Preserving Fair Meeting Point Agreement
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{ n parties want to agree on a meeting location. ] Our protocol satisfies the following dynamic features:

e [he protocol checks periodically, i.e., for some period A, if the participants
ETA is still less than the group ETM, if not, ETM is updated in a PP way.

e [he meeting point can be updated if someone changes their location, the price
is to reveal their location change 0.

Our aim is to propose a privacy-preserving meeting
point protocol, while taking into account the

following requirements: o R X\ N 3 AER K, o my— |
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® [ he meeting location should be fair and e, L | . . .
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revealed to each other or anybody else. Vi RGN ;
® | he meeting location should be revealed only e "1 abnien | e .
to the parties and no one else. : E: i Performance Analysis
® Recommend an Estimated Time of Meeting. DN e GLRFA ' T
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® Support dynamical scenarios, i.e., adding and e S W_e_delegate c_oIIectlve computations to a group admin, <5 t_he RETHEIRA N w_ho
_ k. ETM Nk et nitiated creating the group. Thus, the worst case communication overhead is given
. PaNLs, RENECS. ' at the admin level. The following Table 1 illustrates the operations on the group
® [ he participants are honest-but-curious. admin’s side.
® No trusted third party. Table 1 — The number of sent messages by the group leader per protocol phase (the case of n users)
Phase Number of Messages
Centroid computation n
Towards a Fair Meeting Point Determining the circle 0
Choosing potential points 2
Travel distance and time 1
_ _ _ _ _ _ _ b Ranking the meeting points 0
Given a set of locations, possible strategies to define a fair meeting point include: c T 11
1- Finding a point minimizing the maximum distance to all locations. The estimated time of meeting 1
2- Finding a point minimizing the sum of distances to the given locations. Total 2n + 4
3- Finding the point minimizing the sum of the squares of distances from the
given locations. Computational cost: In the case of n = 3, the average total time for the protocol is 0.8 s. This

In the case of Euclidean distance, method (3) is achieved by the centroid, and it is  includes the time taken by the LBS to send the candidate locations.
the most efficient (computationally). For more fairness, we use the weighted

Security Analysis
centroid of the locations' set (21,29, - - ,x,) with the weights (wy,wo, - - - ,w,,)

defined by Assuming the following adversarial model:
Wixr1 + Woko + + -+ + W,y e [he participants, the server, and LBS are assumed to be honest-but- curious.
C = sy e e the participants are assumed to have a pre-established pairwise secure channel
where the weights are proportional to the participants’ speed. Our protocol achieves the following security properties:

e The Meeting Point Secrecy: The meeting point is only known to par-
participants by the end of the protocol.
e The ETM secrecy: The ETM is only revealed to the participants over the
e 1D secure group channel.
i AR C o cAt T ;, SEOING Pt e The p.referen-ce-priv?cy:. For k.candidate Io.cations, each participant votes
IRIEIAE boinjtees RIS, tLJCEREIOIt] N for their favc.)urlte Ic.)catlon in a prllvacy—preserV|r.1g .way. |
| e The Location Privacy: The weighted centroid is computed without
» revealing the initial locations. However, the centroid C' may leak some
information about a participant’s location X. The information leakage can be
il estimated by

Towards a Convenient Meeting Point

Vallila

e Define a circle C around C' with radius %
proportional to the slowest participant. AN

e Get a list of potential meeting points in C,

e.g., locally or by using an LBS-+obfuscation. ; P.(X|C)
e Run a privacy-preserving voting protocol, e.g., LIX —C) = P.(X)
participants assign a score to each location, ¥

where P, (X|C) = > ..~ P(c)max,cx P(z|c), and P,(X) = max,ex P(z).
then use MPC to sum the scores. . . L1 . g
| _ , There is an unavoidable vulnerability, that is when one of the parties is
* The ETMis the maximal ETA among all the o S umbaor | AN compromised, then the meeting point and the ETM are revealed to the adversary.

partl-upants, e-gl-, d PEVaCY'grESGFV'”g Dutch / Ulaniinna-* However, the participants’ locations are still not compromised even if the adversary
auction protocol can be used here. compromised a number (< n — 2) of participants .
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